
 
 

Use of email in general practice 

Email is an important, useful and convenient method of business and personal communication for 

transfer of messages and documents. However, in a general practice setting, there are specific issues 

to consider including confidentiality and security, professional boundaries, and duty of care.  

GPs may receive emails from patients, other clinicians and other relevant third parties which either 

contain or request medical information. The use of email in general practice increased significantly 

during the COVID-19 pandemic, therefore it is important to consider how GPs can reduce any risks 

associated with this. 

Risks associated with email 

• It can be easy to send an email to the wrong email address (and therefore to the wrong 

person). This may be considered a data breach. 

• Emails may be stored, printed or forwarded to unintended recipients. An email may be 

edited during this process. 

• Email content may be visible on stolen or unattended devices such as laptops, tablets or 

mobile phones. 

• There is risk of inappropriate access or interception of email when using widely available 

email services. 

• Email is vulnerable to attack by cybercriminals to spread malware and to scam the 

unprepared. 90% of malware attacks are launched by email. 

 

Healthmail 

Healthmail is a secure clinical email service that allows health care providers to send and receive 

patient identifiable clinical information in a secure manner. Healthmail messages are encrypted as 

they travel across the internet within a closed private network and are stored securely in your inbox.  

With a Healthmail account, messages can only be sent to and received from other Healthmail 

accounts or from hospitals and health care agencies which are securely connected to Healthmail. 

That list is available here: https://www.ehealthireland.ie/A2I-HIDs-Programme/Healthmail 

However, note that it is possible for emails to be forwarded on by recipients who do not have an 

@healthmail.ie email address.  

 

GPs can register for an account at https://www.healthmail.ie/ 

 

IT Protections 

IT measures that may be used to increase security and reduce risk when using email accounts other 

than Healthmail include 

• A spam filter – built into many proprietary email clients. 

• Internet security suite which includes anti-virus software. We would recommend a paid 

internet security suite be used in practices for better protection. 

• Encryption and Password Protection of messages, using an encrypted email service or 

encryption software. 

https://www.ehealthireland.ie/A2I-HIDs-Programme/Healthmail/
https://www.healthmail.ie/


 
 

Your IT provider can advise on suitable products. 

Practice Policy 

Risk can be reduced by applying a practice email policy, either stand-alone or as part of a wider 

policy on use of the internet and electronic communications. The principle of such policy is to 

understand and assess the risks associated with the use of email both generally and individually.  

Not all email communication carries the same risk, but consideration should be given to: 

• Patient consent to communicate by email. 

• Patient understanding of the risks of communicating healthcare information via unsecured 

and unencrypted email if applicable. 

• Verification of patient email addresses before sending email 

• Transcription of relevant communications to the patient healthcare record 

• The use of other methods of communication (e.g. phone, video or face-to-face) for clinical 

queries 

• Any email communication should not breach the principles of the EU General Data 

Protection Regulation (GDPR) and the Irish Data Protection Act 2018 

• The use of a device not connected to the practice network for email received that is not 

from a known or trusted source, and for personal email. 

• All attachments and links should be considered as risks for malware, so exercise caution 

before opening 
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